Lesson no.35

Storage Access Using BIOS

We will be using BIOS disk services to directly see the data stored in the directory entries by DOS. For this purpose we will be using the BIOS disk services. 

INT 13 - DISK - RESET DISK SYSTEM

AH = 00h

DL = drive 
Return: 
CF = error flag

AH = error code
INT 13 - DISK - READ SECTOR(S) INTO MEMORY

AH = 02h

AL = number of sectors to read (must be nonzero)

CH = low eight bits of cylinder number

CL = sector number 1-63 (bits 0-5)

     high two bits of cylinder (bits 6-7, hard disk only)

DH = head number

DL = drive number (bit 7 set for hard disk)

ES:BX -> data buffer

Return: 
CF = error flag

AH = error code
AL = number of sectors transferred 

INT 13 - DISK - WRITE DISK SECTOR(S)

AH = 03h

AL = number of sectors to write (must be nonzero)

CH = low eight bits of cylinder number

CL = sector number 1-63 (bits 0-5)

     high two bits of cylinder (bits 6-7, hard disk only)

DH = head number

DL = drive number (bit 7 set for hard disk)

ES:BX -> data buffer

Return: 
CF = error flag

AH = error code
AL = number of sectors transferred

INT 13 - DISK - GET DRIVE PARAMETERS
AH = 08h

DL = drive (bit 7 set for hard disk)

Return: 
CF = error flag

AH = error code
CH = low eight bits of maximum cylinder number

CL = maximum sector number (bits 5-0)

     high two bits of maximum cylinder number (bits 7-6)

DH = maximum head number

DL = number of drives

ES:DI -> drive parameter table (floppies only)
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	; floppy directory using bios services
[org 0x0100]

              jmp  start

sector:       times 512 db 0          ; space for directory sector
entryname:    times 11 db 0           ; space for a file name
              db   10, 13, '$'        ; new line and terminating $
start:        mov  ah, 0              ; service 0 – reset disk system
              mov  dl, 0              ; drive A:
              int  0x13               ; bios disk services
              jc   error              ; if error, terminate program
              mov  ah, 2              ; service 2 – read sectors
              mov  al, 1              ; count of sectors 
              mov  ch, 0              ; cyliner

              mov  cl, 2              ; sector

              mov  dh, 1              ; head

              mov  dl, 0              ; drive A:

              mov  bx, sector         ; buffer to read sector
              int  0x13               ; bios disk services
              jc   error              ; if error, terminate program
              mov  bx, 0              ; start from first entry
nextentry:    mov  di, entryname      ; point di to space for filename
              mov  si, sector         ; point si to sector
              add  si, bx             ; move ahead to desired entry
              mov  cx, 11             ; one filename is 11 bytes long
              cld                     ; auto increment mode
              rep  movsb              ; copy filename
              mov  ah, 9              ; service 9 – output string
              mov  dx, entryname      ; filename to be printed
              int  0x21               ; dos services
              add  bx, 32             ; point to next dir entry
              cmp  bx, 512            ; is last entry in this sector 
              jne  nextentry          ; no, print next entry
error:        mov  ax, 0x4c00         ; terminate program
              int  0x21


With the given services and the bits allocated for heads, tracks, and sectors only 8GB disks can be accessed. This limitation can be overcome by using INT 13 extensions that take a linear 64bit sector number and handle all the head, track, sector conversion themselves. The important services in this category are listed below.

INT 13 - INT 13 Extensions - EXTENDED READ

AH = 42h

DL = drive number

DS:SI -> disk address packet
Return: 
CF = error flag

AH = error code
     disk address packet's block count field set to number of blocks

     successfully transferred

INT 13 - INT 13 Extensions - EXTENDED WRITE

AH = 43h

AL = write flags

DL = drive number

DS:SI -> disk address packet 

Return: 
CF = error flag

AH = error code
     disk address packet's block count field set to number of blocks

     successfully transferred

The format of the disk address packet used above is as follows.

Offset
Size
Description 

 00h
BYTE
size of packet = 10h

 01h
BYTE
reserved (0)

 02h
WORD
number of blocks to transfer

 04h
DWORD
-> transfer buffer

 08h
QWORD
starting absolute block number

Hard disks have a different formation from floppy disks in that there is a partition table at the start that allows several logical disks to be maintained within a single physical disk. The physical sector 0 holds the master boot record and a partition table towards the end. The first 446 bytes contain MBR, then there are 4 16 byte partition entries and then there is a 2 byte signature. A partition table entry has the following format.

Byte 0 – 0x80 for active 0x00 for inactive

Byte 1-3 – Starting CHS

Byte 4 – Partition Type

Byte 5-7 – Ending CHS

Byte 8-B – Starting LBA

Byte C-F – Size of Partition

Some important partition types are listed below.
00 Unused Entry

01 FAT12

05 Extended Partition

06 FAT16

0b FAT32

0c FAT32 LBA

0e FAT16 LBA

0f Extended LBA

07 NTFS

Extended partition type signals that the specified area is treated as a complete hard disk with its own partition table and partitions. Therefore extended partitions allow a recursion in partitioning and consequently an infinite number of partitions are possible. The following program reads the partition tables (primary and extended) using recursion and displays in an indented form all partitions present on the first hard disk in the system.
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	; a program to display the partition table

[org 0x0100]

              jmp  start          

dap:          db   0x10, 0        ; disk address packet

              dw   1

              dd   0, 0, 0

msg:          times 17 db ' '

              db   10, 13, '$'

fat12:        db   'FAT12...$'

fat16:        db   'FAT16...$'

fat32:        db   'FAT32...$'

ntfs:         db   'NTFS....$'

extended:     db   'EXTEND..$'

unknown:      db   'UNKNOWN.$'

partypes:     dw   0x1, fat12     ; table of known partition types

              dw   0x5, extended

              dw   0x6, fat16

              dw   0xe, fat16

              dw   0xb, fat32

              dw   0xc, fat32

              dw   0x7, ntfs

              dw   0xf, extended

              dw   0x0, unknown

; subroutine to print a number in a string as hex

; takes address of string and a 16bit number as parameter

printnum:     push bp

              mov  bp, sp

              push ax

              push bx

              push cx

              push dx

              push di

              mov  di, [bp+6]          ; string to store the number

              add  di, 3

              mov  ax, [bp+4]          ; load number in ax

              mov  bx, 16              ; use base 16 for division

              mov  cx, 4

nextdigit:    mov  dx, 0

              div  bx                  ; divide by 16

              add  dl, 0x30            ; convert into ascii value

              cmp  dl, 0x39

              jbe  skipalpha

              add  dl, 7

skipalpha:    mov  [di], dl            ; update char in string

              dec  di

              loop nextdigit

              pop  di

              pop  dx

              pop  cx

              pop  bx

              pop  ax

              pop  bp

              ret  4

; subroutine to print the start and end of a partition

; takes the segment and offset of the partition table entry

printpart:    push bp

              mov  bp, sp

              push es

              push ax

              push di

              les  di, [bp+4]          ; point es:di to dap

              mov  ax, msg

              push ax

              push word [es:di+0xA]

              call printnum            ; print first half of start

              add  ax, 4

              push ax

              push word [es:di+0x8]

              call printnum            ; print second half of start

              add  ax, 5

              push ax

              push word [es:di+0xE]

              call printnum            ; print first half of end

              add  ax, 4

              push ax

              push word [es:di+0xC]

              call printnum            ; print second half of end

              mov  dx, msg

              mov  ah, 9

              int  0x21                ; print the whole on the screen

              pop  di

              pop  ax

              pop  es

              pop  bp

              ret  4

; recursive subroutine to read the partition table

; take indentation level and 32bit absolute block number as parameters

readpart:     push bp

              mov  bp, sp

              sub  sp, 512             ; local space to read sector

              push ax

              push bx

              push cx

              push dx

              push si

              mov  ax, bp

              sub  ax, 512

              mov  word [dap+4], ax    ; init dest offset in dap

              mov  [dap+6], ds         ; init dest segment in dap

              mov  ax, [bp+4]

              mov  [dap+0x8], ax       ; init sector no in dap

              mov  ax, [bp+6]

              mov  [dap+0xA], ax       ; init second half of sector no

              mov  ah, 0x42            ; read sector in LBA mode

              mov  dl, 0x80            ; first hard disk

              mov  si, dap             ; address of dap

              int  0x13                ; int 13

              jc   failed              ; if failed, leave

              mov  si, -66             ; start of partition info
nextpart:     mov  ax, [bp+4]          ; read relative sector number

              add  [bp+si+0x8], ax     ; make it absolute

              mov  ax, [bp+6]          ; read second half 

              adc  [bp+si+0xA], ax     ; make seconf half absolute

              cmp  byte [bp+si+4], 0   ; is partition unused

              je   exit

              mov  bx, partypes        ; point to partition types

              mov  di, 0

nextmatch:    mov  ax, [bx+di]         

              cmp  [bp+si+4], al       ; is this partition known

              je   found               ; yes, so print its name

              add  di, 4               ; no, try next entry in table

              cmp  di, 32              ; are all entries compared

              jne  nextmatch           ; no, try another

found:        mov  cx, [bp+8]          ; load indentation level

              jcxz noindent            ; skip if no indentation needed

indent:       mov  dl, ' '

              mov  ah, 2               ; display char service

              int  0x21                ; dos services

              loop indent              ; print required no of spaces

noindent:     add  di, 2

              mov  dx, [bx+di]         ; point to partition type name

              mov  ah, 9               ; print string service

              int  0x21                ; dos services

              push ss

              mov  ax, bp

              add  ax, si

              push ax                  ; pass partition entry address

              call printpart           ; print start and end from it

              cmp  byte [bp+si+4], 5   ; is it an extended partition

              je   recurse             ; yes, make a recursive call

              cmp  byte [bp+si+4], 0xf ; is it an extended partition

              jne  exit                ; yes, make a recursive call

recurse:      mov  ax, [bp+8]

              add  ax, 2               ; increase indentation level

              push ax

              push word [bp+si+0xA]    ; push partition type address

              push word [bp+si+0x8]

              call readpart            ; recursive call

exit:         add  si, 16              ; point to next partition entry

              cmp  si, -2              ; gone past last entry

              jne  nextpart            ; no, read this entry

failed:       pop  si

              pop  dx

              pop  bx

              pop  cx

              pop  ax

              mov  sp, bp

              pop  bp

              ret  6

start:        xor  ax, ax

              push ax                  ; start from zero indentation

              push ax                  ; main partition table at 0
              push ax

              call readpart            ; read and print it

              mov  ax, 0x4c00          ; terminate program

              int  0x21


